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1. Overall Description:

SA3 is delighted to receive the LS (S2-1908629/S3-xxxxxx) on Mobile-terminated Early Data Transmission from SA2 and would like to give following responses.

[SA2's question Q1]: SA2 asks SA3, RAN2, RAN3 and CT1 to consider the security procedure for the message 2 solution for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation.
[SA2's question Q2]: SA2 asks SA3 to provide feedback on the SA2 assumptions and potential security issues for MT-EDT options discussed above.
[SA3's combined answer]: SA3 would like to answer as below:
(1) MT-EDT with msg4: 
(1.1) CP CIoT EPS Optimisation:

(1.1.1) SA3 assumes that the MO-EDT security can be reused.
(1.2) UP CIoT EPS Optimisation:

(1.2.1) SA3 assumes that the MO-EDT security can be reused.

(1.2.2) SA3 assumes that the MT-EDT payload can be protected even for those UEs who do not receive the NCC value provided during previous suspension.

(2) MT-EDT with msg2:
(2.1) CP CIoT EPS Optimisation:
(2.1.1) SA3 requires that the network shall successfully verify an integrity protected ACK message from the UE before deleting the MT-EDT payload.

(2.1.2) SA3 assumes that the existing NAS security context could be used to protect the MT-EDT payload.

(2.1.3) SA3 recommends that the network should ensure that MT-EDT payload is not distributed to eNBs other than the ones that receive the S1 paging.
(2.2) UP CIoT EPS Optimisation:

(2.2.1) SA3 requires that the network shall successfully verify an integrity protected ACK message from the UE before deleting the MT-EDT payload.

(2.2.2) SA3 assumes that the msg2 will contain an RRC message.
(2.2.3) SA3 assumes that the existing AS security context could be used to protect the MT-EDT payload. SA3 also assumes that some additional steps would be required in the network to allow for context transfer without the msg3 first being sent by the UE. 
(2.2.4) SA3 requires that the MT-EDT payload shall be somehow integrity protected.
(2.2.5) SA3 recommends that the network should ensure that MT-EDT payload is not distributed to eNBs other than the ones that receive the S1 paging.

2. Actions:

To: SA2, RAN2, RAN3, CT1, CT4.
ACTION: 
SA3 requests the "To" groups to take the above answers into account.
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